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HCL Digital Solutions portfolio
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HCL Domino & SAML
Web Federated Login

6. User is granted Access to the ID-Vault .
-
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Infrastructure Needed

HCL Notes Clients

Notes clients

1. Client tries to access a Domino resource.

2. HCL Domino server redirects the client to the SAML IdP.

-

5. Client authenticates using SAML assertion.

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

AR

MS Active Directory
Federation Services

>

Y

HCL Domino
Server(s)
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HCL Notes Clients
1. Client tries to access a Domino resource.

EI | 2. HCL Domino server redirects the client to the SAML IdP.
— 5. Client authenticates using SAML assertion. |

177

HCL Domino
Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.
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MS Active Directory
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Enterprise Grade Infrastructure

Notes clients

HCL Notes Clients

1. Client tries to access a Domino resource.

.li 2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

Y

HCL Domino
Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

A

MS Active Directory
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3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.
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Internal web clients

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource.

E l 2. HCL Domino server redirects the client to the SAML IdP.
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Server(s)
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4. Client gets SAML assertion and gets redirected to the SP.
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MS Active Directory
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Internal web clients

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource. 1. Client tries to access a Domino resource.

.II | 2. HCL Domino server redirects the client to the SAML IdP. | 2. HCL Domino server redirects the client to the SAML IdP. \\\
Jy — 5. Client authenticates using SAML assertion. 5. Client authenticates using SAML assertion. 2
\
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Load Balancer HCL Domino

Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.
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MS Active Directory
Load Balancer Federation Services
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Enterprise Grade Infrastructure

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource. 1. Client tries to access a Domino resource.

_E | 2. HCL Domino server redirects the client to the SAML IdP. | 2. HCL Domino server redirects the client to the SAML IdP. §
D — 5. Client authenticates using SAML assertion. 5. Client authenticates using SAML assertion. >
Load Balancer HCL Domino
Server(s)
3. Client authenticates on ADFS.
4. Client gets SAML assertion and gets redirected to the SP.
3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

A

MS Active Directory
Load Balancer Federation Services
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Infrastructure Needed

External web clients

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource.

-ll | 2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

")

HCL Domino
Server(s)

3. Client authenticates on ADFS.

4, Client gets SAML assertion and gets redirected to the SP.

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.
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Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource.

.ll | 2. HCL Domino server redirects the client to the SAML IdP.
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")
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Enterprise Grade Infrastructure

External web clients

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource. 1. Client tries to access a Domino resource. >
!i | 2. HCL Domino server redirects the client to the SAML IdP. | 2. HCL Domino server redirects the client to the SAML IdP. \\\
i [ — 5. Client authenticates using SAML assertion. 5. Client authenticates using SAML assertion. 2
Load Balancer HCL Domino
Server(s)
3. Client authenticates on ADFS.
4. Client gets SAML assertion and gets redirected to the SP.
3. Client authenticates on ADFS.
4. Client gets SAML assertion and gets redirected to the SP.
MS Web MS Active Directory
Load Balancer Application Load Balancer Federation Services
Proxy
Servers
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Enterprise Grade Infrastructure

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource. 1. Client tries to access a Domino resource.

> | El | 2. HCL Domino server redirects the client to the SAML IdP.
p— 5. Client authenticates using SAML assertion. |

2. HCL Domino server redirects the client to the SAML IdP.

-

5. Client authenticates using SAML assertion.

>
>

Load Balancer HCL Domino
Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.
MS Web MS Active Directory
Load Balancer Application Load Balancer Federation Services

Proxy
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Basic SAML Setup

Create IdP Configuration

-

@ Import IdP Certificate

&

= Restart

Create IdP Catalog
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Import IdP Certificate

p | Certificate

General Details Certification Path

Certification path
[El15RG Root %1

—ﬁJ
—HJ =, '-l"-"!illjul %5, COMm

Certificate status:

iis certificate is OK.

R

Certificate
General Details  Certification Path
Show: | <All=

Field Value

|___| Public key parameters 0500

:l Thumbprint cabd2a79a1075a31f21d25363. ..
_| Friendly name ISRG Root X1

:|Enharu:E|:| key usage (prope... Client Authentication, Server ...
W

Certificate Signing, OffHine CRL Signing

Edit Properties... Copy to File...




Import IdP Certificate

WYDUCKS Domain - DominoADMOTWYDucks - HCL Domino Administrator WYDUCKS Domain - DemincADMI WYDucks - HCL Domine Administrator
File Edit View Create Actions Administration People Help File Edit View Create Administration People Help
I THEPTEREARGE =% =1H @A I T4 1E 5 Edit Directory Profile
| | Edit Administration ECL

. . Set Secure Internet Password
] -
| BB wYDUCKS Domain - DominoAD [ WYDUCKS Domar | _
Remove Directory Profile

Update Auto Dialer Schedule

People & Groups l Files l Server... l Messaging... | Replication | Configuration
People & Groups l Files

Server: DominoADMO 1MWYDucks .
Release 12.0.1FP1 on Windows/2019 10.0 : @ Server: Domir

| | . Release
» Ll Domino Directories .ﬂu:ld Certifier EditCertiﬁer Delete Certifier

» UL WDucks's Directory
» ¢ People lssued By |lssued To
b 23 Groups > Inlerot Cortfiors ¥ & People Edit Document

// ‘E% r:le;!l'!n Databases and R # Internet Cross Certificates s GFUpS send Document
[ Policies P # Notes Certifiers » £ Va0 Forward
v i - - vV
Dynamic: Policies # Password Reset Certificates - Policies

by Person/Group » Vault Trust Certificates - Dyniz Mowve To Folder...
by Category E

Settings - k
# MarvelCliert Settings View Options

# MarvelCliert

&3 Al Language Info Accouns

{53 Deny Access Groups [x] Certficates
@ Alt Language Info

{53 Deny Access Groups

Export Certificates to Deploy Database

Impaort Internet Certificates
" [E Daomino Directoric i

v EE WYDucks's | Create Cross Certificate

Remowve From Folder




Import IdP Certificate

Select |fT‘IFI'C|-I"|Z File Format Import Internet Certificates

Do you want to accept all cerificates from the import file into the directory?

- =k e = 1 o il ?
In what format is your certificate stored in the file? o e

Type | lssued To & lssued By =

(_J Binary encoded X.509 T 1SRG Root X1
amla r Ba ] 'L E

I:::I PKCS 12 encoded Selected tem:
lssued to ISRG Root X1 (Email)

':::' PKCS 7 encoded lssuedby  ISRG Root X1 (Email)

Activated  04.06.2015 Type Intemet cerificate authority
Expires J 15 Fingerprirt  DCD2 FSED DA17 73ES EDS6 4DAS E370 EF4AE

Advanced Details...

Cortinue Cancel




Create a Cross Certificate

WYDUCKS Demain - DemincADMOT/WYDucks - HCL Demino Administrator
File Edit View Create Actions Administration People Help

I T Y TEER £ =% = [FHa

| B WYDUCKS Domain - DeminoAD...

People & Groups ] Files ] Server... ] Messaging... | Replication | Corfiguration

Server: DomincADMO1/WYDucks
Release 12.0.1FP1 on Windows/2019 10.0

r QI Domino Directories . ) . .
.AddCen‘.rﬁ .EdtCertrﬁ .DeleteCertrﬁ {:)Co to P | Address Book
d EE WY Ducks's Directory @ = @ : =t @ = = ersona "
¥ Peopls lssued By lssued To

4 @ (l'\au'lm'lu::sD X iR # Internet Certifiers
> ail-In Databases an ~+ Digital Signature Trust Co.

’ Policies ) . < EMAIL=certificate@trustcenter de/OU=TC TrustCenter Class 0 CA/O=TC TrustCenter for Security in Data Networks GmbH/L=Hamburg/ST=Hamburg/C=DE
4 Dynamic Policies # EMAIL=certificate@trustcenter.de/OU=TC TrustCenter Class 1 CAIO=TC TrustCenter for Security in Data Netwerks GmbH/L=Hamburg/ST=Hamburg/C=DE
by Persan/Group # EMAIL=certificate @trustcenter.de/OU=TC TrustCenter Class 2 CAIO=TC TrustCenter for Security in Data Netweorks GmbH/L=Hamburg/ST=Hamburg/C=DE
by Category # EMAIL=certificate@trustcenter de/OU=TC TrustCenter Class 3 CAIO=TC TrustCenter for Security in Data Networks GmbH/L=Hamburg/3T=Hamburg/C=DE
Settings ) # EMAIL=certificate@trustcenter de/OU=TC TrustCenter Class 4 CA/O=TC TrustCenter for Security in Data Networks GmbH/L=Hamburg/ST=Hamburg/C=DE
# MarvelClient # EMAIL=personal-basic@thawte com/CN=Thawte Personal Basic CAIOU=Certification Services Division/O=Thawte Génsulting/L=Cape Town/ST=Western Cape/C=ZA
f-\cclounts # EMAIL=perzcnal-freemail@thawte.com/CN=Thawte Perscnal Freemail CAQOU=Cenrification Services Division/! hawte Consuliing/L=Cape Town/ST=Western Cape/C=ZA
Lzz| Cetficates # EMAIL=perscnal-premium&thawte.comiCN=Thawte Personal Premium CAIOU=Certification Serices Diyefon/O=Thawte Consulting/L=Cape Town/ST=Western Cape/C=2ZA
@ At Language nfo # EMAIL=premium-server@thawte.com/CM=Thawte Premium Server CA/QU=Certification Services Divigifh/O=Thawte Consulting co/L=Cape Town/ST=Western Cape/C=ZA
m Deny Access Groups # EMAIL=semver-cernts@thawte.com/CN=Thawte Server CAIOU=Certification Senices Division/O=Thgalte Conzulting co/L=Cape Town/ST=Western Cape/C=ZA
# EMAIL=webmaster@belsign be/CN=BelSign Class 1 CAOU=BelSign Class 1 Certificate Autl 10=BelSign NV/IL=Brussels/C=EE
# EMAIL=webmaster@belsign be/CN=BelSign Class 2 CA/OUU=BelSign Class 2 Certificate ority/O=BelSign NV/L=Brussels/C=BE
# EMAIL=webmaster@belsign be/CN=BelSign Class 3 CA/OU=BelSign Class 3 Certifigafe Authority/O=BelSign NV/L=Brussels/C=BE
# EMAIL=webmaster@belsign be/CN=BelSign Object Publishing CA/OU=BelSign @bject Publishing Certificate Authority'O=BelSign NVIL=Brussels/C=BE
# EMAIL=webmaster@belsign be/CN=BelSign Secure Server CA/OLI=BelSign&ecure Server Certificate Authority’/0=BelSign NVIL=Brussels/C=BE
# Entrust.net
7 IE
#JP
7 Us
# Entrust.net
- Equifax
# (3TE Corporation
7 Internet Security Research Group
71SRG Root X1
# Let's Encrypt
-~ RSA Data Security, Inc.
~ WeriSign. Inc.




Create a Cross Certificate

E,!_ WYDLUCKS Domain - DominoADMO1T WY Ducks - HCL Domino Administrator

File

Edit

View Create Actions Administration

P T 44+ 55 Edit Directory Profile
Edit Administration ECL

=)

[ (S ()

=
]

o

=y Server: Domir Export Certificates to

5et Secure Internet P

Domain i
sl Remowve Directory Pr
| Files

Release
Import Internet Certi

People Help

assword

ofile

Update Auto Dialer Schedule

» Deploy Database

ficates

Create Cross Certificate

Edit Docurment
Send Document

- Forward

cies
Dynz Move To Folder...
k Remove From Folde
E
Settings Yiew Options
& MarvelClien
Accounts
x| Certificates
Alt Language Info
|E. Deny Access Groups

er.de/Ol
er.de/Ol
r er.de/0l
er.de/Cl
er.de/(l

# EMAIL=perzonal-basici@thawte com
# EMAIL=perzonal-freemaili@thawte.«
< EMAIL=personal-premium@thawte.
< EMAIL=premium-server@thawte.co
¢ EMAIL=server-certs@thawte.c ;

< EMAIL=webmaster@belzsign.be/CN
< EMAIL=webmast belsign.be/CN
# EMAIL=webmast |zign. befCM
# EMAIL=webmast Izign.be/CM
# EMAIL=webmaster@belsign.be/CN




Create a Cross Certificate

Issue Cross Certificate

AWy Ducks
| Server.. | DominoADMO1/WYDucks

Subject name

Fingerprint

Expiration date




Create a Cross Certificate

E!_ WYDLUCES Domain - DominoADMOT WY Ducks - HCL Domino Administrator

File Edit View Create Actions Administration People Help

T4 TERER +#=%=I[FHHK

| m WYDUCKS Domain - DominoAD ...

erver: DominoADMO 1MW YDucks
Release 12.0.1FP1 on Windows 2015 10.0

MY Ducks's Directory

% People |zsued By |zzued To
Groups

lail-in Databases and R

# Internet Certifiers
# Internet Cross Certificates
“WyDucks
ADDCON

by Category
Settings
# MarvelClient
Accounts
Cerificates
Alt Language Info
|E, Deny Access Groups

13/Let's Encrypt/Us
# Motes Certifiers
# Password Reset Certificates




Create the Id
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Create the IdP Catalog

Mew Application
Specify New Application Name and Location

Server DominocAD

Title [dP Catalog

File name |idpcat nsf B
Encryption... |

[ ] Create full text index for searching

Specify Template for New Application

i)

Template | gy Catalog (12)
E Imtemet Password Lockout (12)
BB Issued Cerfficates List

Fename [dpoatrd] |

Show advanced templates

Inhert future design changes




Get the IdP uration

T

 d ‘
pu - »e
'Metadata.xml'

e Create some backup copie's 15
I

1

90
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Create the IdP Configuration Document

BN IdP Cataleg - 1dP Configurations - HCL Domino Administrator
File Edit View Create Actions Help

T4+ TEHER # =%=

m WYDUCKS Domain - DominoAD... | il 1dP Catalog - 1dP Configurations }(.

IdP Catalog Edit IdP Config Delete IdP Config

il |dP Configurations

=]

Hostname

(S (S (S

e
=




Create the IdP Configuration Document

|dP Configuration

Host names or addresses
mapped to this site:

Protocol version: TsAML 20, -~

State: rEr‘IEIb'E.“IjJ -

Federation product: © Auth nRequest SAML 2.0 compatible j -
Service provider 1D g

Artifact resolution service URL:  © 4l

Single sign-on semvice URL: - https./ladfs. wyducks.comiadfs/ls/ 4

Encryption method: r hitp:/wanw . w3 org/2001/04/xmlencisha2b6

I[dP name r A

(for your reference)

. F
Comment: d

Imported file: |:L|
- FederaticnMetadata.xml

Import time: 12.05.2022 1347




Create the IdP Configuration Document

Save & Cloze ®Cancel

IdP Configuration

Basics | Client Settings | Certificate Management | Advance | Administration

Signing X 508 certificate:

Encryption X 505 certificate:

Protocol support enumeration: urn:casis:nam




Create the IdP Configuration Document

|dP Configuration : Mail1Com

Basics | Client Settings | Cerificate Management | Advanced | Administration

Import XML file
Host names or addresses

mapped to this site: mail1.wyducks.com; 10.1.0.4

FProtocol version: T SAML 209~
State: rEr‘IEIblE.“IjJ -
Federation product: r.-ﬁ.uthnF:&qu&st SAML 2.0 compatible ; -
Service provider |0 T https:/imail 1. wyducks.com 4
Artifact resolution service URL:  © a
Single sign-on service LIRL: r https:/ladfs wyducks.comliadfs/ls/
Encryption method: r http:/wwrww3.org/2007/04ixmlencisha2bi 4
|dP name rrﬂEIi”[:—DrT'IJ
(for your reference):
Comment: Ta dfs wyducks. com 4
Imported file: ;

derationMetadata - Copy (2).xml
Impaort time: 2812202112118




Create the IdP Configuration Document

|dP Configuration : Mail1Com

Basics | Client Settings | Cerificate Management | Advanced | Administration

Import XML file
Host names or addresses |
-

mapped to this site: mailT.wyducks.com: 10.1.0.4 4

Protocol version:
State: Enabled ; -~
Federation product: r.-ﬁ.uthnF:&qu&st SAML 2.0 compatible ; -
Service provider |0 T https:/imail 1. wyducks.com 4
Artifact resolution service URL:  © a
Single sign-on service LIRL: r https:/ladfs wyducks.comliadfs/ls/
Encryption method: r http:/wwrww3.org/2007/04ixmlencisha2bi 4
|dP name rrﬂEIi”[:—DrT'IJ
(for your reference):
Comment: Ta dfs wyducks. com 4
Imported file: ;

derationMetadata - Copy (2).xml
Impaort time: 2812202112118




Create the IdP Configuration Document

|dP Configuration : Mail1Com

Basics | Client Settings | Cerificate Management | Advanced | Administration

Host names or addresses
mapped to this site:

Protocol version:
State:

Federation product:
Service provider |0

Artifact resclution service URL:

Single sign-on service LIRL:
Encryption method:

|dP name

(for your reference):
Comment:

Imported file:

Impaort time:

P

Import XML file

mailT.wyducks.com: 10.1.0.4 4

"SAML 2.0, ~
AuthnRequest SAML 2.0 compatible ; -
T https:/imail 1. wyducks.com 4

P
dl

r https:/ladfs wyducks.comliadfs/ls/
r http:/wwrww3.org/2007/04ixmlencisha2bi 4

" Mail1Com 4

" adfs. wyducks.com

derationMetadata - Copy (2).xml
211218




Create the IdP Configuration Document

|dP Configuration : Mail1Com

Basics | Client Settings | Cerificate Management | Advanced | Administration

Import XML file
Host names or addresses P |
-

mapped to this site: mailT.wyducks.com: 10.1.0.4 4

FProtocol version: T SAML 209~
State: rEr‘IEIblE.“IjJ -
Federation product: AuthnRequest SAML 2.0 compatible ; -
Service provider |0 https:/imail 1. wyduck
Artifact resolution service URL:  © a
Single sign-on service LIRL: r https:/ladfs wyducks.comliadfs/ls/
Encryption method: r http:/wwrww3.org/2007/04ixmlencisha2bi 4
|dP name rrﬂEIi”[:—DrT'IJ
(for your reference):
Comment: Ta dfs wyducks. com 4
Imported file: ;

derationMetadata - Copy (2).xml
Impaort time: 2812202112118




Create the IdP Configuration Document

|dP Configuration : Mail1Com

Basics | Client Settings | Cerificate Management | Advanced | Administration

Host names or addresses
mapped to this site:

Protocol version:
State:

Federation product:
Service provider |0

Artifact resclution service URL:

Single sign-on service LIRL:
Encryption method:

|dP name

(for your reference):
Comment:

Imported file:

Impaort time:

P

Import XML file

mailT.wyducks.com: 10.1.0.4 4

"SAML 2.0, -
"Enabled ; -
-ompatible ; -

r https:/ladfs wyducks.comliadfs/ls/
r http:/wwrww3.org/2007/04ixmlencisha2bi 4
"Mail1Com 4

" adfs. wyducks.com

derationMetadata - Copy (2).xml
211218

HTTPSM




Create the IdP Configuration Document

|dP Configuration : MaillCom

Basics | Client Settings | Cerificate Management | Advanced | Administration

Import XML file
Host names or addresses F |
-

mapped to this site: maill.wyducks.com:; 10.1.0.4 4

FProtocol version: T SAML 209~

State: rEr‘IEIblE.“IjJ -

Federation product: r.-ﬁ.uthnF:&qu&st SAML 2.0 compatible ; -
rovider |0 r https:/imail 1. wyducks.com 4

Artifact resolution se URL:| © J

Single sign-on service LRL: r https:/ladfs wyducks.comladfs/|s/ 4

Encryption method: r hitp:iwarwe w3.org/ 2007/ 04/ xmlencisha2b6

IdP name rrﬂEliH[:-DrT'lJ

(for your reference):

Comment: "a dfz.wyducks.com g

Imported file:

|:L| - FederationMetadata - Copy (2).xml

Import time: 2812.202112.18




Create the IdP Configuration Document

|dP Configuration : Mail1Com

Basics | Client Settings | Cerificate Management | Advanced | Administration

Host names or addresses
mapped to this site:

Protocol version:
State:

Federation product:
Service provider |0

Artifact resclution service URL:

Single sign-on service LIRL:
Encryption method:

|dP name

(for your reference):
Comment:

Imported file:

Impaort time:

P

Import XML file

mailT.wyducks.com: 10.1.0.4 4

"SAML 20y -

"Enabled ; ~

r.-ﬁ.uthnF:&qu&st SAML 2.0 compatible ; -
T https:/imail 1. wyducks.com 4

"

r https:/ladfs wyducks.comliadfs/ls/

r http:/wwrww3.org/2007/04ixmlencisha2bi 4

" Mail1Com

" adfs. wyducks.com

derationMetadata - Copy (2).xml
211218
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Encrypting Domino SAML Assertions

|dP Configuration : Mail1Com

Basics | Client Settings | Certificate Management | Advanced | Administration

Company name:

Certificate public hash value
(base 64):

Exported cerificate:




Encrypting Domino SAML Assertions

|dP Configuration : Mail1Com

Basics | Client Settings | Certificate Management | Advanced | Administration

Create SF Certificate

Company name:

Certificate public hash value
(base 64):

Exported certificate:




Encrypting Domino SAML Assertions

Create company certificate

Enter company name the CM= component of a Motes
Distinguished Name for the certificate).

ValWyducksBascSAMServerl |




Encrypting Domino SAML Assertions

|dP Configuration

Basics | Client Settings | Certificate Management | Advanced | Administration

Examine SP Certificate Export SP XML

Company name: CN=MAILTWyDucksWebBasicSAMLServer]

Domino URL: T https://mail 1.wyducks.com
Single logout LIRL: T https:/ladfs. wyducks.com/adfs/ls/ 4

Certificate public hash value TiAwggIMCIrsVAG7mdYXxQ== J
(base 64):

Exported certificate:




Encrypting Domino SAML Assertions

|dP Configuration

Basics | Client Settings | Certificate Management | Advanced | Administration

Examine SP Cerificate Export SP XML

Company name: CHN=MAILTWyDucksWebBaszicSAMLServer

Damino URL: : https://mail 1.wyducks.com 4
Single logout LIRL: T https:/ladfs. wyducks.com/ladfs/ls/ 4

Certificate public hash value T iAwggIMCIrsVAGG7 mdYXxQ== J
(base 64):

Exported certificate:




Encrypting Domino SAML Assertions

|[dP Configuration

Basics | Client Settings | i " {| Advanced | Administration

Examine SP Certificate Export SP XML

Company name: CN=MAILTWyDucksWebBasicSAMLServer1

Ciomino URL: r https:/imail 1.wyducks.com 4
Single logout URL: r https:/fadts wyducks.com/adfs/ls/
Certificate public hash value TitwggIMClrsVAGGT mdYXxQ== J
(base 64):

Exported cerificate: |:L|
- ServiceProviderxml




7 ;5 HCL SOFTWARE



Enable SAML Authentication in Domino

WYDUCES Domain - DominoADMO WY Ducks - HCL Domino Administrator
File Edit WYiew Create Actions Administration Ceonfiguration Help

T A TEHRLR +#=*%= [

J WYDUCKS Domain - DominoAD... TDWeb Site Verse on-Premises...

People & Groups l Files l Server. . l Messaging... l Replication | Configuration l

(i Server: DominoADMO1/WYDucks
I Release 12.0.1FP1 on Windows/2019 10.0

4 'E%’. fﬂi?:;ging Add Internet Site...  (C1) Create Global Web Setings (1) Create Web SSO Configuration () Edit Document
-

» G Replication Site name
» (il Directory 7 WYDucks

- .
< Security LDAP Site: LDAP Site {mail1.wyducks.com: mail2 wyducks.com: 10.1.0.4: 10.1.0.5)
W Policies

#Web Site: Auto Generated Internet Site Document for Web Protocol (traveler wyducks.com; traveler1 wyducks.
Rule (substitution): /Microsoft-Server-ActiveSync® —> ltraveler/Microsoft-Server-Active Sync®
Rule (substitution): /serdettraveler” —= ftraveler*
I Web Site: Verse on-Premises Maill (mail wyducks.com; maill wyducks.com; 10.7.0.4) I
Web Site: Verse on-Premises Mail2 (mail wyducks.com; mail2 wyducks.com; 10.1.0.5)
Web S50 Configuration: LipaToken

¥ i Web
[ Web Server Configurations
T Intemet Sites
[ File ldentifications
- ‘@ Domina Web Server Configur
- @ Manitoring Configuration
W @ Health Monitoring
W .Iﬂ, Cluster
W @ Cffline Services
» [ Miscellaneous




Enable SAML Authentication in Domino

[ e

Web Site Verse on-Premises Maill

Basics | Configuration | Domino Web Engine | Security | Comments | Administration

o o
Se=sion authentication: SAML

Web 550 Configuration: rLtpEITDl".ErH Jq T

Force ||:bgir'l an TLS: Yes

SAML single server minutes
session expiration:

When overriding session | vyae
authentication, generate
zession cookie:
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Demo

117



Demo

©a Private Browsing * +

ail 2 wyducks.com

G Q

-2) Import bookmarks... Y Erste Schritte d PoTHCL Sametime-C... d POT Meetings 4P LOCAL WebSphere Int...

Q's Firefox

©Q Private window: Firefox clears your search and browsing history when you close all private windows. This

doesn't make you anonymous.

Learn more

118



What just happened!?

External access no SSO
PW for secure mail operations




Infrastructure Needed

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource.

.ll | 2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

")

HCL Domino
Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

@ A

MS Web MS Active Directory
Application Federation Services
Proxy
Servers

120
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SAML and SSO

IdP offers SSO mechanism
IWA on ADFS

» voRs 3 Qs A
s E——— . —— . T e mm——

o P — _
L i TS S e i R S ol

— i
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SAML and SSO

Needed Domino setting

v

e o
o S ————— =

B e TE o
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Required Setting for IWA & SAML

WYDLUCEKS Domain - DomincADMO WY Ducks - HCL Domino Administrator
File Edit Wiew Create Actions Administration Configuration Help

3 T4 +EHER +#=%= K

Jm WYDUCKS Domain - DominoAD. .. [FDWeb Site: Verse on-Premises...

People & Groups l Files l Server... l Messaging. .. l Replication | Configuration l

Mm Server: DominoADMO 1/WYDucks
H Releaze 12.0.1FP1 on Windows/2019 10.0

4 'E'Ei ;Z::;ging (@) add Intemet Site..  (03) Create Global Web Settings (0)) Create Web SSO Configuration () Edit Document
-~

- G Feplication Site name
» (i) Directory #WYDucks

et .
4 iel‘?m LDAP Site: LDAP Site (mail1.wyducks.com; mail2.-wyducks.com; 10.1.0.4; 10.1.0.5)
g H:' IEIES #Web Site: Auto Generated Internet Site Document for Web Protocol (traveler wyducks.com; travelerT.wyducks.
¥ Lk WVel Rule (substitution): /Microsoft-Server-ActiveSync® —> ftraveler/Microsoft-Server-ActiveSync®
1 Web Server Configurations o . . N
=i o Rule (substitution): /servletitraveler* —> ftraveler
L Web Site: Verse on-Premises Mail1 (mail wyducks.com; maill wyducks.com:; 10.7.0.4)

M= e ldentifications Web Site: Verse on-Premises Mail2 (mail wyducks.com; mail2 wyducks.com; 10.1.0.5)
g @ Domina Web Server Configur - — =1

- '@ Monitoring Configuration
W '@ Health Monitaring

W .Iﬂ, Cluster

* '@ Cffline Services

» [ Miscellaneous




Required Setting for IWA & SAML

i, Edit S50 Configuration (X, Cancel

e o R

e —

~3

Comments | Administration |

Configuration MName: LtpaToken

Crrganization: W Ducks
DME Domain: wyducks.com
Map names in Ltpa tokens: Disabled
Require TLS protected Disabled
communication (HTTPS):

Restrict use of the S50 token | pizsbled
to HTTRIHTTPS:

SameSite cookie attribute: Use browser default or IN| setting

Damino Server Mames: incd@AMOTAWY Ducks,
i IMOZMWMWY Ducks, DominoTravD 1AWY Ducks

Windows =single sign-on Dizabled

integration (if available):




SAML and SSO

Enable IWA on IdP / ADFS

Copyright © 2022 HCL Technologies Limited | www.hcltechsw.com 126



SAML and SSO

Browser configuration

o A ——

' Copyright © 2022 HCL Technologies Limited | www.hcltechsw.com 127



Browser Configuration

ﬂ https://www.msn.com/nl-nl/Tocid=iehp

FJ 15K | Nieuws van de Dag | .. * |




Browser Configuration

ﬂ https://www.rnsn.com/nl-nl focid=iehp

F2 145N | Nieuws van de Dag | . % || Print
File
FLoom (100%5)
Safety
Add site to Apps
View downloads Ctrl+)
Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer




Browser Configuration

Internet Opticns

curity  Privacy Content Connections Programs Advanced

Check for signatures on downloaded programs

] Do not save encrypted pages to disk

] Empty Temporary Internet Files folder when browser is de

] Enable esses for Enhanced Protected Mode™
Enable DOM Storage

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition.

¥ou should only use this if your browser is in an unusable state.




Browser Configuration

Internet Opticns

General Security  Privacy Content Connections Programs —Advanced

lect a zone to view or change security settings.

.
Internet e ilie==d Trusted sites

Local intranet

L4 L This zone is for all websites that are
found on your intranet,

Security level for this zone
wed levels for this zone: All
Medium-low

- Appropriate for websites on your local netwark
(intranet)

ithout prompting you
il not be downloaded
vithout prompts

[ ]Enable Protected Maode (requires restarting Internet Explorer)

Custom level... Default lev

Rezet all zones to default lev




Browser Configuration

Local intranet

Use the settings below to define which websites are induded in

Lq-d*l the local intranet zone.

[ ] Automatically detect intranet network
+| Indude all local {intranet) sites not listed in other zones
Include all sites that bypass the proxy server
Indude all network paths (LUMNCs)

What are intranet settings? Advanced




Browser Configuration

Local intranet

Use the settings below to define which websites are induded in

Lq-d*l the local intranet zone.

[ ] Automatically detect intranet network
+| Indude all local {intranet) sites not listed in other zones
Include all sites that bypass the proxy server
Indude all network paths (LUMNCs)

What are intranet settings? Advanced




Browser Configuration

Local intranet

* You can add and remove websites from this zone. All websites in
L.d this zone will use the zone's security settings.

Add this website to the zone:

[

: ffadfs. wydudks.com Remoyve
: fmail . wydudks. com

+ ffmail 1. wyducks. com

: ffmail 2. wydudks.com




Browser Configuration

Internet Opticns

General Security Privacy Content Connections Programs —Advanced

ct a zone to view or change security settings.

@ 9

Internet Local intranet  Trusted sites

Local intranet

L4 L This zone is for all websites that ar
found on your intranet,

Security level for this zone
Allowed levels for this zone: all

Medium-low
- Appropriate for websites on your local netwark

ithout prompts

[ ]Enable Protected Maode (requires restarting Internet Explorer)

Custom level... Default level

Reszet all zones to default level




Demo
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Demo

Recycle Bin

Firefox

H
o
e
()
|

125 PM
9 s OB o -
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What just happened!?

IdP accepts IWA

From all internal HTTPS connections




Infrastructure Needed

Web Clients
HCL Verse on-Premises
HCL Domino Web Applications

1. Client tries to access a Domino resource.

.EI | 2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

HCL Domino
Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

AN

MS Active Directory
Federation Services
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Web Federated Login

Wha t to achieve?
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Web Federated Login

Enable WFL

@ Create IdP Configuration

&

o

g= Restart

ID-Vault Configuration
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Create the IdP Configuration Document

£ |dP Catalog - IdP Configurations - HCL Domino Administrator
File Edit Wiew Create Actions Help

T4 1TEEHRRD +=%=[FHaaH

m WYDUCKS Domain - DominoAD... | 4 IdP Catalog - IdP Corfigurations }(.

5
'ﬂ
'ﬂ

-
H9H-




Create the IdP Configuration Document

IdP Configuration : Mail1ComVault

lient Settings | Certificate Management | Advanced | Administration

Host names or addresses
mapped to this site:
Protocol version:

State:

Federation product:

Service provider |0

Artifact resclution service URL:
Single sign-on service LIRL:
Encryption method:

IdF name

(for your reference)
Comment:

Imported file:

Import time:

Import XML file

vault. mail 1. wyducks.com

SAML 2.0

Enabled

AuthnRequest SAML 2.0 compatible
https:/fvaultmail 1. wyducks.c

https:/iadfs wyducks com/adfs/|s/
httpe/fwnana w3 010 xmlencisha2b6

Mail1ComVault




Encrypting Domino SAML Assertions

|dP Configuration : MaillComVault

Basics | Client Settings | Advanced | Administration

Examine SP Certificate Export SP XML |

Company name: CN=Mail1ComVaultCert

Domino URL: https:/mail1.wyducks.com
Single logout URL: https:/ladfs wyducks.com/adfs/ls/

Certificate public hash value Eumpgh+Z5c+HcTkFfrv3lg==
(base 64}

Exported certificate: |:L|
- ServiceProvider.xml




Configure ID-Vault for Web Federated Login
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Configure ID-Vault for Web Federated Login

m WYDUCES Domain - DomincADMOT WY Ducks - HCL Domino Administrator
File Edit Administration Files Help

ERERERE R

|. ER wyDUCKS Domain - DomincAD... [ i IdP Catalog - 1dP Corfigurations |

People & Groups | Files | Server... | Messaging... | Replication | Configuration |

=1

“ Server DominoADMO 1/WYDucks
Release 12.0.1FP1 on Windows 2015 10.0

(S (Sl

Program Files\HCL\Domino[ Filename = Physical Path = File Format <
aut
i backup
i) etc
= gtrhome
help
icl

5

iNotes

e
]

logdir

mail
panagenda
Properties

meval

+ E Cluster Directory (10)




Configure ID-Vault for Web Federated Login

BN WYDucks ID-Vault - Cenfiguration - HCL Domine Administrator
File Edit WView Create Actions Help

3 7 41+ 5F +==%= [ ga =

"B WYDUCKS Domain - DominoAD... | iii# WYDucks ID-

1D Vault
DominoADMO1

Vault - Configuratio ... ¢

=

&

31 Vault Users
4 Vault Users\By Last MFL Access

&

il

0 vault Servers

_-{If. Certificate Expiration

@ Inactive User D=

-
9l




Configure ID-Vault for Web Federated Login

Save & Close ®Cance|

Vault Name: WYDucks |D-Vault

IdP authenticated vault login

Motes federated login T

configurations:

Web federated lagin v vault mail 1. wyduck:

ap| d IdP
configurations:

MNomad federated login
ap
configurations:




Enable Web Federated Login

do that?
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Enable Web Federated Login

@ save&Close X)cancel Dinheritance  (DEnforcement () How To Apply

Security Settings : NFL Test

Baszics ] Paszzword Management ] Execution Control List ] Keys and Cenificates | Signed Plug-inz | Portal Server | ID Vault | Proxies | Comments | Administration

Assigned vault: |rJ".IWDuu:ks_ID—VauItJ| Don't set value Inherit Enforce
Forgotten password help text: T Panic and Despair! 4 Don't setvalue Inherit Enforce

Enforce password change after password | yeq e Don't setvalue Inherit Enforce
has been reset:

Allow Motes-bazed programe to use the Yes Don't setvalue Inherit Enforce
Motes 1D Vault:

Prohibit Biometric Authentication sync: No Don't setvalue Inherit Enforce

Allow automatic ID downloads: Don't setvalue Inherit Enforce

Yes

A

Allow trusted server ID downloads: Mo Don't et value Inherit Enforce
Allow 1D downloads for: 1 days Don't setvalue Inherit Enforce
[ hours

D download authorization failure

Allow TOTP authentication with the (D vault: [~ Don'tsetvalue [ Inherit [~ Enforce

Allow password authentication with the 1D ; [~ Don'tsetvalue [ Inherit [~ Enforce
vault:




Enable Web Federated Login

@Save& Close ®Canoel @Ir‘rheritance @Enforoemem @HaanApply

Security Settings : NFL Test

Basics | Password Management | Execution Control List l Keys and Certificates ] Signed Plug-ins | Portal Server l 1D Vault l Proxies l Comments | Administration

Password Management Basics l Motes Shared Login | Federated Login

Enable Notes Federated login with "MNoy = [~ Don'tsetvalue [ Inherit [ Enforce
SAML IdP:
Enter machine specific formula

How to notify users when enabled: * Custom message dialog - [~ Don'tsetvalue

Custom message text:

How to notify users when disabled: " Custom message dialog ) ~ [~ Don'tsetvalue

Custom message text:

Enable Web Federated login with SAML 1dP: ) a [ Don'tsetvalue

Enable Nomad Federated login with SAML IdP: [~ Don'tsetvalue

Allow password authentication with the 1D vault: [~ Don'tsetvalue




Enable Web Federated Login

How to notify users when disabled:

Custom message text:

Enable Web Federated login with SAML IdP:

Enable Nomad Federated login with SAML |dP:

Allow password authentication with the 1D vault:




Demo
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Demo

©@ Private Browsing

c Q e

-#] Import bookmarks... ) Erste Schritte d PoTHCL Sametime-C... d POT Meetings €p LOCAL WebSphere Int...

fmail 1.wyducks.com

#9 Firefox

©9 Private window: Firefox clears your search and browsing history when you close all private windows. This

doesn't make you anonymous.

Learn more
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Notes Federated Login

Configure ID-Vault

@ Create IdP Configuration

& S

@ Restart

Enable Notes Federated Login
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Create the IdP Configuration Document

pr o

Server: DominoADMO1/WYDucks DaminnADMﬂLwyducﬁ-azura

d
- Security | Ports... | Server Tashks. .. | Internet Protocols... | Miscellaneous | Transactional Logging

o
Wl

EMVET NaMmEe: DomincADMOTWYDucks

Server title: Damino Admin Server

Diomain name: Wi Ducks
Fully qualified Internet DiomincADMOT . wyducks.azure

host name: Web Site Verse on-Premises Maill

Cluster name: WYDCluster

Configuration | Dominc Web Engine | Security | Comments | Administration
Load Internet Enabled

configurations from

Serverinternet Sites

decuments: Descriptive name for this site: Verse on-Premises Maill
Maximum formula 120 seconds Organization: WYDucks

sxecution time: P -
sxectfiontime Use this web site to handle requests which t Yes ™ No

cannot be mapped to any other Mote: only one web site should have this option set to Yes
web sites:

Host names or addresses mapped to this

site:

Domino servers that host this site: DominoADMOTWYDucks




Create the IdP Configuration Document

& 1dp Catalog - 1dP Configurations - HCL Deminc Administrator
File Edit View Create Actions HE'F'

2 T4 1+5 85 5 £ ==+ = [[FFga EF

"B WYDUCKS Domain - DominoAD.... | 4iF IdP Catalog - IdP Corfigurations X
IdP Catalog
BE IdP Corfigurations

=1

Hostname State

mail1.wyducks.com, SAML 2.0 Enabled

2

'ﬂ
id
'ﬂ

p
HH:-




Create the IdP Configuration Document

|dP Configuration : DominoADMO1NFL

Client Settings | Certificate Management | Advanced | Administration

Import XML file

Host names or addresses vault. DomincADMOT wyducks.azure
mapped to this site:

Wersion: SAML 2.0
State: Enabled
Federation product: AuthnRequest SAML 2.0 compatible
Service provider ID: https:/ivault. DomincADMOT wyducks.azure
Artifact resolution service URL:
Single sign-on service URL: https:ladfs. wyducks. com/adfs/|s/
Encryption method: bt anana w3 [2007/04/xmlenci#shazZb6
IdP name
(for your reference)
Comment;
Imported file:

Import time:




Encrypting Domino SAML Assertions

|dP Configuration : DominoADMO1NFL

Basics | Client Settings ;_[L&rtifin::at& Managemen dvanced | Administration

Examine SP Certificate Export SP XML

Company name: CHN=DomincADMOITNFLCer

Domino LRL: https:/ DomincADMOT wyducks. azure

Single logout URL: https:/ladfs wyducks.com/adfs/|s/

Certificate public hash value OpUTrsyewFPOBE2kMzua0==
(base 64):

Exported certificate: |:L|
- ServiceProvider.xml




Encrypting Domino SAML Assertions

|dP Configuration : DominoADMO1NFL

Basics | Client Settings | Cerificate Management | Advanced | Administration

Enable Windows single
sign-on:

Sites that are trusted:
Enforce TLS:




Enable Notes Federated Login

do that?
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Enable Notes Federated Login

@ save&Close X)cancel Dinheritance  (DEnforcement () How To Apply

Security Settings : NFL Test

Baszics ] Paszzword Management ] Execution Control List ] Keys and Cenificates | Signed Plug-inz | Portal Server | ID Vault | Proxies | Comments | Administration

Assigned vault: |rJ".IWDuu:ks_ID—VauItJ| Don't set value Inherit Enforce
Forgotten password help text: T Panic and Despair! 4 Don't setvalue Inherit Enforce

Enforce password change after password | yeq e Don't setvalue Inherit Enforce
has been reset:

Allow Motes-bazed programe to use the Yes Don't setvalue Inherit Enforce
Motes 1D Vault:

Prohibit Biometric Authentication sync: No Don't setvalue Inherit Enforce

Allow automatic ID downloads: Don't setvalue Inherit Enforce

Yes

A

Allow trusted server ID downloads: Mo Don't et value Inherit Enforce
Allow 1D downloads for: 1 days Don't setvalue Inherit Enforce
[ hours

D download authorization failure

Allow TOTP authentication with the (D vault: [~ Don'tsetvalue [ Inherit [~ Enforce

Allow password authentication with the 1D ; [~ Don'tsetvalue [ Inherit [~ Enforce
vault:




Enable Notes Federated Login

Security Settings : NFL Test

Basics | Password Management | Execution Control List ] Keys and Certificates ] Signed Plug-ins | Portal Server l 1D Vault ] Proxies l Comments | Administration

Password Management Basics l Motes Shared Login | Federated Login

[~ Don'tsetvalue [~ Inherit ™ Enforce

Enable Motes Federated login with rY&SJ -
SAML IdP:

Enter machine specific formula

How to notify users when enabled: " Custom message dialog 'l ™ Den'tsetvalue
rd

NFL Enabled!

Custom message text:

[~ Don'tsetvalue

How to notify users when disabled: T Custom message dialog g vI
g

NFL Disabled!

Custom message text:

[~ Don'tsetvalue

Enable Web Federated login with SAML |dP:

[~ Don'tsetvalue

Enable Momad Federated login with SAML |dP:

[~ Don'tsetvalue

Allow password authentication with the 1D vault:




Enable NFL — IdP Certificates Rollout

Security Settings - NFL Test

Basics | Password Management | Ex ion Control List | Keys and Certificates | Signed Plug-ins | Portal Server | 1D Vault | Proxies | Comments | Administration

[ Don'tsetvalue . . . . . . L .
“ stvall= ™ Inherit Publi Requirement Settings from Parent [ Enforce Public Key Requirement Settings in Children

Don't setvalue

Maximum allowable key strength: Don't setvalue

and later
P ed key strength: 7 and later 48 bits)

Maximum allowable age fo 00 . days Don't setvalue

Earliest allowable : T01.0 Don't setvalue

many days:

-
-

- " Don'tsetvalue
-
-
-

Don't setvalue

Maximum numb ; / o days " Don'tsetvalue
remain valid after new key has been created:

. . ™ Use FIPS 140-2 algorithms for Notes encryptio Don't setvalue ™ Inherit
Encryption requirements: )

(requires 8. higher server and )

Warning Period: 721, days Don't setvalue I Inherit ™ Enforce

Custom Warning Message: rJ Don't setvalue ™ Inherit [ Enforce

[ Enable OCS Don't setvalue [ Inherit

[ Copy all Trust




Enable NFL — IdP Certificates Rollout

Trusted Certificates




Enable NFL — IdP Certificates Rollout

Select the certificates to trust

Motes Cross Certificates | Motes Cerifiers | Internet Cross Cerificates | Internet Certifiers .




Enable NFL — IdP Certificates Rollout

Select the certificates to trust

Motes Cross Cerlificates | Notes Certifiers | Interet Cross Certificates | Internet Certifiers | -

Select Al |
IEI"-.1 Certification AL |thc:r|t3r International Emame M:n: hines Corporation/LIS m

5 . on Authority - ; .
WVeriSign Clas: |_||::|I|c F’r|m:|r3. I_.ertm:::atinn Authority - 3 WeriSign, Inc - Far autho
WVeriSign C 3 Public Primary Cerification Authority - 9 WeriSign, Inc. - For autho
WeriSign C FPublic Primary Cerification Authority - G3/(c) 1999 VeriSign, Inc. - For autho
WAP CAJ(c) 1999 Entrust.net Limitedfwww. entrl|~1tnet,."'u".fAF’l P‘% incorp. by ref. limits liab./Ent
Ch=wyd -ADDCOT-CA/DC=wyducks/DC=azure

s.comf
EMAIL=ceriificate @trustcenter.de/0U=TC TrustCenter Cla CA/O=TC TrustCenter for Se
EMAIL=certific Mrustcenter.de/OU=TC TrustCenter C CAJO=TC TrustCenter for Se
EMAIL=certificate@trustcenter.de/OU=TC TrustCenter C CA/O=TC TrustCenter for Se
EMAIL=certific: rustcenter de/OU=TC TrustCenter C CA/O=TC TrustCenter for Se
EMAIL=cerificatei@trustcenter. de/OU=TC TrustCenter C CAJO=TC TrustCenter for Se
EMAIL=personal-ba hawte.com/CMN=Thawte Per»-cm:nl Basic CA/OU=Certification Sen
EMAIL=personal-freemn hawte.com/CMN=Thawte Personal Freemail CA/OU=Cerificaticl
EMAIL=personal-premiumi@thawte.com/CN=Thawte Personal Premium CA/OU=Certificatic
EMAIL=premium-serveri@thawte com/CN=Thawte Premium Server CAJOU=Certification Se
EMAIL=server-cert awte.com/CM=Thawte Server CA/OU=Cerification Sermvices Divisio
EMAIL=webmaste elsign.be/CM=BelSign CI 1 CA/OU=BelSign Class 1 Certificate Al
EMAIL=webmaster@belsign.be/CMN=BelSign CI CA/OU=EBelSign Class 2 Certificate &A1 ¥

>




Enable NFL — IdP Certificates Rollout

Security Settings : NFL Test

Basics | Password Management | Ex ion Control List | Keys and Certificates | Signed Plug-ins | Portal Server | 1D Vault | Proxies | Comments | Administration

™ Don'tsetvalue . /

™ Inherit Public Requireme ttings from Parent [ En ubl ey Requirement Settings in Children

Minimum allowable key strength: No Minimum r ?t setvalue
Maximum allowable key strength: 7 2 bits) ¥ /I— Jon't setvalue
Freferred key strength: 7 e ™ Don'tsetvalue

Maximum allowable ac : y " Don'tsetvalue
Earliest allowable tion date: g I Don'tsetvalue

Spread new key ge i wer thi " Don'tsetvalue
many days: -

Maximum numb Don't setvalue
remain valid aftel

o cryption Don't setvalue [~ Inherit
Encryption requirements:

Warning Period: : Don't setvalue ™ Inherit

Custom Warning Message: Don't setvalue [~ Inherit

[~ Enable OCSP« g Don't setvalue [ Inherit [~ Enforce

[~ Copy all Trust I:lr:‘faultswit/ﬁt c g fo ance to Notes user Don't setvalue ™ Inherit ™ Enforce

|_Update Lin | Remove All

/ Don't setvalue [~ Inherit [~ Enforce

w Certificate Lin




Enable NFL — IdP Certificates Rollout

[ Copy all Trust Defaults without checking for relevance to Notes user [~ Don'tsetvalue [ Inherit [~ Enforce

_Update Links | |_Remove Al | [~ Don'tsetvalue [ Inherit [~ Enforce

* Cerificate Links
WY Ducks
O=WTYDucks:CN=ISRG Root X1/0O=Internet Security Research Gro
* wvdncks.com/




Configure ID-Vault for Notes Federated Login

BN WYDucks ID-Vault - Cenfiguration - HCL Domine Administrator
File Edit WView Create Actions Help

3 7 41+ 5F +==%= [ ga =

"B WYDUCKS Domain - DominoAD... | iii# WYDucks ID-

1D Vault
DominoADMO1

Vault - Configuratio ... ¢

=

&

31 Vault Users
4 Vault Users\By Last MFL Access

&

il

0 vault Servers

_-{If. Certificate Expiration

@ Inactive User D=

-
9l




Configure ID-Vault for Notes Federated Login

Vault Name: WYDucks ID-Vault

IdP authenticated vault login

MNotes federated login “vault DominoADMO1 wyducks azure
approved ldP
configurations:

1."U'F_-b fF-l:l F'FEItE‘I:l |lIll:|iI'1 J-'-J'EIIJ t.maill .W}'d ucks.com Jl

configurations:
MNomad federated login

approved [dP
configurations:




Optional — de}ildy;\i:ﬁ&t,..:\“ -

Ve

SSO right after Notes Setup!

v
““““““

““““““
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Optional — deploy.nsf

# Entrust.net

# Equifax

rch Group

#WYDu




Optional — deploy.nsf

EE!_ WYDUCES Domain - DominoADMO WY Ducks - HCL Domino Administrator

File Edit Wiew Create Administration  People  Help

T4 LTEHE

| m WYDUCKS Domain

People & Groups | Files

Server: Domir
Release

Domina Directarie

oups
Mail-In [¥

olicie:

Settings
& MarvelClier
Accounts
Certificates

Alt Language Info
|@, Deny Access Groups

Edit Directory Profile

Edit Administration ECL

Set Secure Internet Password
Remowve Directory Profile

Update Auto Dialer Schedule

Export Certificates to Deploy Database
Import Internet Certificates

Create Cross Certificate

Edit Document

Send Document

Forward

Move To Folder...

Rermowve From Folder

View Optio >
iew Options er de/

# EMAIL=perzonal-basic@thawte.co

# EMAIL=perzonal-freemail@thawte

# EMAIL=perzonal-premium@thawt

# EMAIL=premium-serveri@thawte com!

# EMAIL=server-cens@thawte.c I=Thawte 5

R T I o b R TP | P




Optional — deploy.nsf

o Q2 @
=

PRI 1 e

Quick access

n Librraries

USE Drive (E:)

LISE Drive (F:)

Moy

"y

[-;'é Metwork
==

Directony: C\Usersmilan matejic®

=

Metwaork




Optional — deploy.nsf

Select Options

Select one or more options

At install time, should managed cerfficates not included in deploy nsf be del
Enable Motes federated login on client
Mane of the above




Optional — deploy.nsf

l .l: extras

File Home Share View
« = ~ 4 B c\Users\milan.matejic\Desktop\extras

MName
# Cuick access
¥ deploy.nsf
@ OneDrive - HCL Technologies Ltd
B8 This PC
!‘ Metwork

-’:: HCL Connections

1itermn |

Date modified

17.05.2022 22:11

Type
HCL Motes databa...

Size

6912 KB

182




\ L

Optional —de\gl&y;i\’%\\&f‘“j\‘- -

Land

Copy the file into the setup package

vy

I“"“"
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Optional — deploy.nsf

l B.: extras

File Home Share View

&« = ~ 4 . C:\Users\milan\DesHup\Nnte5_12.1].1_Win_German\Nntest.ﬂJ_Win_German\deplny‘l.,extrasI

Fa

Mame Date modified Type Size
# Quick access
) deploy f17/2022 9:57 PM HCL Motes databa... 6,656 KB
P Desktop ]
. presetfeeds.opml 11/23/2021 6:40 PM - OPML File 1KB
4 Downloads

E Documents
B Pictures

OO

184



Optional — Notes Shared Login
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emo
9

Recycle Bin

(S

Firefox

AL

HCL Notes Client Configuration

n\\

HCL Notes

. mple: Mary Smith

. . you wi N you may only need to enter
will use

ServiceProv...

Domino server name
| DominoADMO01/WYDucks
For example: Maple/ACME
int to connect to a Domino server.
i

< Previous Next > Cancel

Setting default information in preferences file...

— 5:22PM
@ o 5 € WO u e > oz

187



Demo
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Demo

Recycle Bin

(s

Firefo;

ServiceProv...

5:25PM
. )

H
o
i
(1)
|
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What Just Happened!?

Notes SSO
Using SAML and IWA!




Infrastructure Needed

HCL Notes Clients
1. Client tries to access a Domino resource.

EI | 2. HCL Domino server redirects the client to the SAML IdP.
— 5. Client authenticates using SAML assertion. |

177

HCL Domino
Server(s)

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

A8

MS Active Directory
Federation Services

191
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Traveler Specific Limitations and Requirements

1T L=

S




Traveler & SAML

Enable SAML on Traveler

@ Create IdP Configuration

&

@ Restart

194
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Create the IdP Configuration Document

IdP Configuration : TraveleriCom

| Client Settings | Certificate Management | Advanced | Administration

Import XML file

Host names or addresses travelerl.wyducks.com; 10.1.0.6; 40.68.125.37
mapped to this site:

Protocol version: SAML 2.0

State: Enabled

Federation product: AuthnRequest SAML 2.0 compatible
Service provider |D: https:/ftravelerl wyducks com

Artifact resolution service LRL:

Single sign-on service LIRL: https:/ladfs wyducks comiadfsils/

Encryption method: Shanwew. w3.orgl I0dixmlencisha2bt
IdF name Traveler1Com

(for your reference):

Comment:

Imported file: |:L|
- FederationMetadata.xml

Import time: 07.02




Create the IdP Configuration Document

IdP Configuration : TraveleriCom

s Certificate Management | Advanced | Administration

Enable Windows single

sign-on:

Sites that are trusted:
Enforce TLS:




Encrypting Domino SAML Assertions

|IdP Configuration : TraveleriCom

Basics | Client Settings | te Management vanced | Administration

Examine SP Cerificate Export SP XML

Company name: CMN=TravelerlComCertificate

Diomino URL: https:/itraveler1 wyduck
Single logout LIRL: https:/ladfz wyducks. com/adfsils/

Cerificate public hash value RMgarU7ichDglgoaticRAhg==
(base G4):

Exported certificate: |:L|
- ServiceProviderxml




Enable SAML for HCL Verse Mobile Clients

B WD S Domai minoADM V¥Ducks - HCL Domino Administrator

File Edit i Actions  Administration  Configuration  Help

T4 1TEHERG & =+% = [O

(@) add Internet Site...  (01) Create Global Web Settings (03) Create Web $SO Configuration () Edit Document  #8) Delete Intemet Site

ule (substitution): |
rse on-Premises Mail1 (mail wydu 1; miail 1 wydd n: 10 ]
rse on-Premises Mail2 (mail wyducks.com; mail2 wyducks.com; 10.1.0.5)
guration: LtpaToken




Enable SAML for HCL Verse Mobile Clients

Web Site Auto Generated Internet Site Document

Basics | Configuration ecurity | Comments | Administration |

L 1 = PP Sp—
Session authentication: SAML Open |dP Configuration

onfiguration: * LtpaToken y -
ogin on TLS: Yes
SAML single server minutes
SEssion iration:

iding session | yeg
generate
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UK 5

Play Store Game Center System apps HCL Verse

POPULAR GAMES TO PLAY
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Up-to-date

Carlos Sainz 9:24 AM
Encrypted and signed mail
This message is encrypted.

Carlos Sainz

Some Attachments

Hello, here are some attachments. Best
regards, Carlos

Carlos Sainz
Hello
Whats up

Carlos Sainz Apr 15
test signed and encrypted from Traveler
This message is encrypted.

Carlos Sainz

test signed and encrypted
This message is encrypted.

Carlos Sainz
test signed and encrypted from Traveler
This message is encrypted.

Carlos Sainz




Optional — Allow PW Authentication with ID-Vault

Security Settings - NFL Test

tion Control List | Keys and Certificates | Signed Plug-ing | Portal Server | ID Vault | Proxies

Password Management Basics . Motes Shared Login | Federated Login |

Enable Motes Federated login with Te [ Don'tsetvalu
SAML IdP:

How to notify users when enabled: Custom message dialog

Custom message text: MNFL Enabled!

How to notify users when disabled: Customn message dialog

Custom message text: MNFL Disabled!

Enable Web Federated login with SAML IdP:

Enable Nomad Federated login with SAML IdP:

Allow pazsword authentication with the ID vault:
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emao

@ Google X +
< C 0O @ nomad.wyducks.com

Bookmarks [l HCLintem [} ToBuy [l ToLEAl B LHS 2 My Sametime Meet...

Gmail Images

Google

Google Search I'm Feeling Lucky
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Nomad & SAML

Copy the deploy.nsf to SafeLinx
% Configure SAML on SafeLinx

& S

& = Restart

Configure Nomad Federated Login
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Troubleshootlng

Copyright © 2022 HCL Technologies Limiteg
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Troubleshooting — Domino Server




Troubleshooting — Notes Federated Login




Troubleshooting — Useful Tools

SAML-tracer

Chrome extension




Troubleshooting — Useful Tools

& chrome web store & mikisago

Home > Extensions > SAM

.9' SAM L_tracer Remove from Chrome
5 )

Y W % W W 22 | Developer Tools | 200,000+ users

Overview Privacy practices Reviews Related

PARSATmO S5 phea coog n b

48 roqussts raosived (38 1




Troubleshooting — Protip

WFL & ID-Cache
tell http dump vaulted idcache




Troubleshooting — Protip

r e

[0C84:0039-0104] 04/15/2022 02:07:36 PM TLS/SSL connection 168.63.129.16(57817) -> 10.1.0.4(443) failed with rejected unknown record type
[0C84:0039-0104] 04/15/2022 02:07:41 PM TLS/SSL connection 168.63.129.16(57986) -> 10.1.0.4(443) failed with rejected unknown record type
[0C84:0039-0104] 04/15/2022 02:07:46 PM TLS/SSL connection 168.63.129.16(58121) ->= 10.1.0.4(443) failed with rejected unknown record type
tell http dump vaulted idcache

[OF00:004F-0618] 04/15/2022 02:07:49 PM Remote console command issued by Administrator/WYDucks: tell http dump vaulted idcache
[0C84:0002-05F4] Number of User ID Entries in ID Cache: 2

[0C84:0002-05F4] User Name [CN=George Russel/O=WYDucks]. Expire Time Date [04/15 10:07:16 PM

[0C84:0002-05F4] User Name [CN=Carlos Sainz/O=WYDucks], Expire Time Date [04/15 10:06:04 PM]

[0C84:0038-0D44] 04/15/2022 0Xk07:51 PM TLS/SSL connection 168.63.129.16(58252) -= 10.1.0.4(443) failed with rejected unknown record type
[0C84:0038-0D44] 04/15/2022 02:07:56 PM TLS/SSL connection 168.63.129.16(58408) -> 10.1.0.4(443) failed with rejected unknown record type
[0C84:0038-0D44] 04/15/2022 02:08:01 PM TLS/SSL connection 168.63.129.16(58559) -> 10.1.0.4(443) failed with rejected unknown record type
[0C84:0038-0D44] 04/15/2022 02:08:06 PM TLS/SSL connection 168.63.129.16(58710) -= 10.1.0.4(443) failed with rejected unknown record type

EEELE

[0C84:0038-0D44] 04/15/2022 02:08:11 PM TLS/SSL connection 168.63.129.16(58882) -= 10.1.0.4(443) failed with rejected unknown record type

222
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Issues

HCL Traveler

Secure mail operations




Issues

HCL SafeLinx
Multiple SAML configurations
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Further questions?
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References
SAML 2.0 as defined by OASIS

http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
Domino 12.0.1 SAML Documentation

https://help.hcltechsw.com/domino/12.0.0/admin/secu_using_security_assertion_ma
rkup_language_saml_to_configure_federated_identity_authentication_t.html

Traveler 12.0.1 SAML Documentation
https://help.hcltechsw.com/traveler/12.0.0/saml_verse_overview.html

imgflip.com

https://www.grcode-monkey.com/

How to configure SAML authentication for Domino HTTP using Microsoft Azure as an
Identity Provider

https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0098580
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