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Open Standard

Current Implementation SAML 2.0 
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SAML 2.0 AuthNRequest

ADFS 3, 4, 5

Shibboleth

…

HCL Domino & SAML
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Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 53Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

Web Federated Login

HCL Domino & SAML

Service Provider

Identity Provider

ID-Vault

6. User is granted Access to the ID-Vault

HCL Verse
on-premises



Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 54Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

HCL Domino & SAML

Service Provider

Identity Provider

ID-Vault

6. User is granted Access to the ID-Vault

HCL Verse
on-premises



Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 55Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

Notes Federated Login
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HCL Domino 12.0.1 FP1

Incl. latest Templates

Prerequisites
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Three use-cases

We are using MS ADFS

Infrastructure Needed
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Infrastructure Needed

Notes clients

HCL Domino
Server(s)

HCL Notes Clients

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

1. Client tries to access a Domino resource.

MS Active Directory 
Federation Services
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Import IdP Certificate

Create IdP Configuration

Create IdP Catalog

Restart

Basic SAML Setup
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Import IdP Certificate

Get the full-chain
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Import IdP Certificate
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Import IdP Certificate
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Create a Cross Certificate
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Create a Cross Certificate
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Create a Cross Certificate
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Create a Cross Certificate
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Create the IdP Catalog

“idpcat.nsf”

Create and replicate
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Create the IdP Catalog
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Get the IdP Configuration

FederationMetadata.xml

Create some backup copies
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Create the IdP Configuration Document

Inside of “idpcat.nsf”
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Encrypting Domino SAML Assertions

Optional, but highly recommended
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Encrypting Domino SAML Assertions

Certificate for encryption
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Encrypting Domino SAML Assertions

Saved to server.id file

Switch between servers
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Encrypting Domino SAML Assertions

For Basic SAML 

Domino mail/web server
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Encrypting Domino SAML Assertions

One more thing!

The company name must be unique!
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Encrypting Domino SAML Assertions
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Encrypting Domino SAML Assertions
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Encrypting Domino SAML Assertions
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Encrypting Domino SAML Assertions
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Encrypting Domino SAML Assertions
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Encrypting Domino SAML Assertions
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Enable SAML Authentication in Domino

Internet Site documents
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Enable SAML Authentication in Domino
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Enable SAML Authentication in Domino
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Restart

Domino Server

HTTP Task 
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Demo
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Demo
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What just happened!?

External access no SSO

PW for secure mail operations
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Infrastructure Needed

HCL Domino
Server(s)

Web Clients
HCL Verse on-Premises 

HCL Domino Web Applications

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

1. Client tries to access a Domino resource.

MS Active Directory 
Federation Services

MS Web 
Application 

Proxy
Servers

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.
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SAML Infrastructure Needed Traveler & SAML Shibboleth

Wording Basic SAML Setup Bonus – Nomad! References

How does it work? SAML & SSO Troubleshooting
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SAML and SSO

IdP offers SSO mechanism

IWA on ADFS
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SAML and SSO

Needed Domino setting
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Required Setting for IWA & SAML
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Required Setting for IWA & SAML
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SAML and SSO

Enable IWA on IdP / ADFS
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SAML and SSO

Browser configuration
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Browser Configuration
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Browser Configuration



Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 130Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

Browser Configuration
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Browser Configuration



Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 132Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

Browser Configuration
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Browser Configuration
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Browser Configuration
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Browser Configuration
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Demo
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Demo
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What just happened!?

IdP accepts IWA

From all internal HTTPS connections
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Infrastructure Needed

HCL Domino
Server(s)

Web Clients
HCL Verse on-Premises 

HCL Domino Web Applications

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

1. Client tries to access a Domino resource.

MS Active Directory 
Federation Services
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Web Federated Login

What do we want to achieve?

How?
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Create IdP Configuration

Enable WFL

ID-Vault Configuration

Restart

Web Federated Login
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Create the IdP Configuration Document

Inside of “idpcat.nsf”
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Encrypting Domino SAML Assertions
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Configure ID-Vault for Web Federated Login
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Configure ID-Vault for Web Federated Login
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Configure ID-Vault for Web Federated Login
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Configure ID-Vault for Web Federated Login
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Enable Web Federated Login

How can we do that?

With a Domino Policy!
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Enable Web Federated Login
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Enable Web Federated Login
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Enable Web Federated Login
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Demo
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Demo
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What Just Happened!?

Secure Mail Operations

Without entering the ID-Password
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Create IdP Configuration

Configure ID-Vault

Enable Notes Federated Login

Restart

Notes Federated Login
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Create the IdP Configuration Document

Inside of “idpcat.nsf”
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Encrypting Domino SAML Assertions
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Encrypting Domino SAML Assertions
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Enable Notes Federated Login

How can we do that?

Again, with a Domino Policy!
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Enable Notes Federated Login
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Enable Notes Federated Login
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Enable NFL – IdP Certificates Rollout
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Enable NFL – IdP Certificates Rollout
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Enable NFL – IdP Certificates Rollout
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Enable NFL – IdP Certificates Rollout
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Enable NFL – IdP Certificates Rollout
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Enable NFL – IdP Certificates Rollout
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Configure ID-Vault for Notes Federated Login
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Configure ID-Vault for Notes Federated Login
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Optional – deploy.nsf

SSO right after Notes Setup!
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Optional – deploy.nsf
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Optional – deploy.nsf
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Optional – deploy.nsf
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Optional – deploy.nsf
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Optional – deploy.nsf
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Optional – deploy.nsf

Copy the file into the setup package
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Optional – deploy.nsf
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Optional – Notes Shared Login
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Demo
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Demo
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Demo
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Demo
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What Just Happened!?

Notes SSO

Using SAML and IWA!
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Infrastructure Needed

HCL Domino
Server(s)

HCL Notes Clients

3. Client authenticates on ADFS.

4. Client gets SAML assertion and gets redirected to the SP.

2. HCL Domino server redirects the client to the SAML IdP.

5. Client authenticates using SAML assertion.

1. Client tries to access a Domino resource.

MS Active Directory 
Federation Services
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Traveler Specific Limitations and Requirements
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Create IdP Configuration

Enable SAML on Traveler

Restart

Traveler & SAML
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Create the IdP Configuration Document

Inside of “idpcat.nsf”
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Create the IdP Configuration Document
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Create the IdP Configuration Document
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Encrypting Domino SAML Assertions
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Enable SAML for HCL Verse Mobile Clients
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Enable SAML for HCL Verse Mobile Clients



Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 201Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

Demo
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Demo
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Demo
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Demo
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Optional – Allow PW Authentication with ID-Vault
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Bonus

Nomad Federated Login

Ad02. Deploying HCL Nomad Web
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Demo
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Demo
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Demo
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Demo
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Configure SAML on SafeLinx

Copy the deploy.nsf to SafeLinx

Restart

Nomad & SAML

Configure Nomad Federated Login
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Troubleshooting

Check configuration
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Troubleshooting

Set debug in notes.ini



Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com 217Copyright © 2022 HCL Technologies Limited  |  www.hcltechsw.com

Troubleshooting – Domino Server
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Troubleshooting – Notes Federated Login
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Troubleshooting – Useful Tools

SAML-tracer

Chrome extension
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Troubleshooting – Useful Tools
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Troubleshooting – Protip

WFL & ID-Cache

tell http dump vaulted idcache
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Troubleshooting – Protip
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Issues

HCL Traveler

Secure mail operations
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Issues

HCL SafeLinx

Multiple SAML configurations
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SAML 2.0 as defined by OASIS

http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html

Domino 12.0.1 SAML Documentation

https://help.hcltechsw.com/domino/12.0.0/admin/secu_using_security_assertion_ma

rkup_language_saml_to_configure_federated_identity_authentication_t.html

Traveler 12.0.1 SAML Documentation

https://help.hcltechsw.com/traveler/12.0.0/saml_verse_overview.html

imgflip.com

https://www.qrcode-monkey.com/

How to configure SAML authentication for Domino HTTP using Microsoft Azure as an 

Identity Provider

https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0098580
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